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CAC DAC TINH CUA
INTERNET

Cong khai: Bat ky ai c6 Bién thoai thong minh hoac
may tinh déu c6 thé truy cap mang internet va cé
thé dang tin, tai Ién va tai vé cac dir liéu tr mang
internet. Néu ching ta s&r dung mang internet hodc
cé mot “su hién dién truc tuyén”, thi ngudi khac cé
thé tim thay thong tin vé chdng ta.

Q Vinh vién: Cac théng tin, hinh anh mot khi d& dugc

tailén internet sé ton tai vimh vién, du sau d6 ching
ta'co Xda chung di.

Q Két ndi: nhd internet chiing ta cé thé giao tiép, lam viéc
véi nhirng ngudi khac nhau trén khap thé gidi.

0 An danh: Ching ta khong thé biét danh tinh thuc cua
nguadi ching ta dang giao ti€p do khéng gap mat truc tiép.
Ngudi xau vi thé cé thé gid danh mét ai d6 khac so vdi con
nguai thuc té cla ho.

Nguon thong tin: Internet cho phép tat cd moi ngudi
dang tai va chia sé théng tin, vi vay khong phai tat ca cac
thong tin trén internet déu chinh xac hoac dang tin cay.

Gidi han va su ton trong: Van héa irng xtr & ngoai doi
thurc cling can dugc ap dung trén mang. Hay dat ra nhirng
nguyén tac cho ban than, ton trong va gitip d& nguai khac
trén internet.




CONG DAN SO CHUAN SNET

Cong ddn s6 CHUAN
thé?hién sy hiéu biét
Va van minh ciia

S - Safe - an toan: Cong dan s6 c6 kién thirc phan tich
cac dac diém cda Internet dé sir dung internet an toan
nhu bao mat théng tin, cai dat riéng tu, dang nhap an
toan, két ndi chon loc, v.v.

S - Smart - thong minh: Cong dan s6 c6 cac kj nang, tu
duy logic va tu duy phan bién dé biét can nhac khi chia sé
cac thong tin ca nhan va cua ngudi khac, quyét dinh
tham gia hay khong tham gia, ngan chan cac rui ro trén
mang internet, v.v.

S - SUPER - Siéu nhan: Céng dan s6 biét 'ng pho tim
kiém cac giai phap, séng that 1a minh va biét 1a hinh mau,
tam guong dé truyén cdm hdang cho cac ban thanh thiéu
nién khac

SUPERB NET: Céng dan s6 biét lién két dé c6 cac mang
ludi cuing hoé trg nhau c6 cac trai nghiém tuyét vaoi trén
Internet.

 khi tham gia st dung internet,
chiing ta dd tré thanh nhiing cong
ddn cua thé gidi tryc tuyén.
Hdéy nhé rang, bén canh nhing
Quyén lgi ma ching ta cé dugc
trén mang, ching ta ciing can cé
nhing trdch nhiém cu thé.
Quy tdc va vdn héa g xdr ngodi
aoi thuc cling duoc dp dung trong
thé gidi truc tuyén. 44



Chung ta déu cé nhirng hinh anh va
dadu an cad nhan trén mang (clng
nhu van tay cla chdng ta chang ai
giong ai vay), hdy ddm bao rang
nhirng dau an va hinh anh nay néi
|én con ngudi that clia chdng ta

S6ng ao khién nhiéu ngudi c6 chay
theo mét hinh tugng ma minh mong
muodn trong khi bd di nhitng gia tri
that cia ban than. biéu nay an chilra
rat nhiéu nhing rdi ro nhu bat nat,
Ira dao, hodc nhirng van dé vé tam
ly, v.v... Hay N6i Khéng Véi Seng Ao

Cac ban hdy vé nha, xem lai tai
khoan clia minh va xac dinh nhirng
viéc minh sé& lam dé ban than co
nhirng ddu an cad nhan that trén
mang.

NGUNG SONG AO -
Xay dung hinh dnh va ddu éan that trén mang



BAN BE &
CAC MOI
QUAN HE
TREN MANG
- CHON BAN
MA CHOI

Trong khi tinh két ndi cla moi trudng mang Ching ta can dua ra nhirng tiéu chi phu hop khi
giup ta tim kiém va két ndi véi ban bé dé dang két ban vé&i moét ai dé:

hon, thi tinh &n danh lai khién cho viéc chiing ta ' '

xac nhan mot ai d6 chinh la con ngudi that ca Kiém tra xem d6 cé phai 13 ngudi ching ta da g&p chua?;
ho & ngoai ddi la rat khé khan. Vi vay, ching ta Kiém tra hinh &nh c6 phai 13 hinh dnh thuc khéng;

can phai biét dugc nhirng rdi ro tiém an cda Kiém tra danh sach ban chung;

nhimg méi quan hé trén mang va dua ra nhirng Kiém tra dia diém, noi & clia ngudi ta két ban;

tiéu chi phu hgp cho viéc két ban. Kiém tra cac hoat dong, chia sé trén trang clia ngudi dé.




~ NON KHONG vor
BAT NAT TREN MANG

Bat nat trén mang la khi mét ai d6 str dung cdng nghé dé quay
réi, de doa ngu¢i khac (théng qua email, chat, tro choi truc
tuyén, tin nhan, hinh anh). Hanh ddng nay lap di lap lai v&i
cuong do thuwong xuyén khién cho nan nhan khéng cé sirc
chéng do.

C6 07 loai bat nat trén mang:

bat diéu (dua ra nhitng thdng tin lam hdy hoai
danh du, méi quan hé ctia mét ai do);

C6 lap (C6 lap hoac loai trir mét ai d6 ra khdi nhém
trén mang);

Gia danh (D6t nhap vao email clia ngudi nao dé va
gUi di nhirng thong tin, hinh anh co6 thé lam mat di
danh du, méi quan hé clia ngudi do);

Quay rai (lién tuc gli email, tin nhan thd 16, quay
roi téi ai do);

Tan cong mang (Lién tuc gl nhirng email, tin nhan
de doa cho moét ai do);

Lira/Cai bay (LUra ai d6 chia sé nhirng bi mat hoac
nhirng thong tin dang xadu hé dé chia sé rong rai
trén mang);

be doa truc tuyén (c6 nhirng phat ngdn hoac hanh
doéng bao luc, dua ra nhirng xu hudng de doa, tham
chi giét ngudi).

Cac Phuong phap bat nat trén mang: Email, tin
nhan hodc hinh dnh truc tuyén hoac qua dt, trén
web hoadc blog, group chat, trén mang xa hdoi

Cac cach dé irng phé véi Bat nat trén mang:

® Cai dat quyén riéng tu trén mang xa hoi;

e Lo di(lgnore);

® Chan tin nhan, tai khodn;

e L3y bang ching;

e K&u goi su hé trg clla ngudi than va cac
co quan chdrc nang.






HIEU BIET NGUY CO TRE EM
Bl XAM HAI TREN MANG

Bi xam hai trén mang la khi mot ai dé bi

® GUi va xem/ bat xem nhirng hinh anh,
ndi dung vé tinh duc qua mang;

e Nhadn tin, ndéi chuyén trén mang vé
nhing ndi dung tinh duc;

e C6 hanh vi tinh duc, trinh dién khiéu
dam hodc bat tré em trinh dién khiéu
dam qua webcam hodc dién thoai thdong
minh;

® Bat glri dnh, tin nhan hodc quay phim tré
em c6 hanh vi hodc tu thé tinh duc qua
internet;

® T nhitng hanh déng, tuong tac truc
tuyén dan tdi viéc gap g8, va tham gia
quan hé tinh duc ngoai dai thurc.




THU THUAT CUA KE XAM HAI
TINH DUC TRE EM TREN MANG
CAN DE PHONG

Ti€p can: K& xam hai thuong tiép can déi phuong qua cac dién
dan, qua mang xa hdi (cac nhém, hdi), hay qua cac chatroom;

Tao niém tin: Bang cach khen nggi, quan tam, tang qua va tién
khi€n d6i phuong tin tudng dé tir d6 diéu khién déi phuong lam
nhitng diéu minh mudn.

Tao sw cam thong: Khién cho doéi phuong cam
thdy thuong hai, dan dén viéc c6 nhitng hanh
i dong dap rng nhu cau cdia ké xam hai;

/I \ Lién tuc doi héi: Lién tuc yéu cau mét diéu gi

d6é mac du doéi phuong da tur choi;

Lira dao tinh duc (Sextortion): Yéu cau doéi
phuong phai glri tién, hodc ti€p tuc glri anh hoac
video nhay cdm cdia ban than, hoac phai gap g&
va quan hé tinh duc v&i ké xam hai néu khéng
sé bi phat tan cac hinh anh riéng tu trén mang.



Hay nhé, trong qua trinh tré thanh mét cong dan so, va dac
biét Ia khi gap bat c&r van dé gi lién quan t&i xam hai tinh
duc trén mang, cac em hay tim t&i cac dia chi sau day:

- Cha me, thay ¢6, ngudi than va ban be

- Téng dai Qudc gia bado vé tré em 111

- Canh sat - duong day néng 113

- Cac trung tam cong tac xa hdi tinh/thanh phé

Cahirngiéu chicu th&hi két ban (Tham khdo:
Ban bé va méi quan hé trén mang)

Mangudi déu cd quyén kiém soat co thé minh va
ching ta hoan toan c6 thé néi “Khong” khi khong
muobn diéu gi do;

Chung ta khéng c6 trach nhiém cung cap tén, glri anh
hay cho ngudi khac nhin thay minh qua webcam.
Khéong nén gap ban bé&rén “mang” mét minh ma
khéng hoi y kién nguai than;

Khong nén dang tai thong tin riéng tu, cd nhan hay
nhitrng hinh anh tu suéng cé tinh chat hd hang, cling
nhu dat nhirng nickname khéng phu hgp vi dé la ké
h& dé ké xau lgi dung;

SUr dung cac céng cu bao cdo, chan khi thay cé
nhirng ndi dung hoac ngudi két ban khdong phu hop;

Khi nhan tin va gap cac tin nhan khiéu khich tinh
duc, ban can nglrng nhan tin, chan va bao lai cho
cha me, thay c6;

Ban khdng bao gid 1a ngudi phai xdu hé hay cé 16i
khi c6 mot ai c6 y dinh hoac da xam hai tinh duc
ban. Hay Ién tiéng dé dugc trg gilp.



CAC THONG TIN €O THE
Bl DANH CAP VA HAU QUA

Gian lan danh tinh, khai
thué gian lan, ap dung
khodn vay v.v.

THONG TIN TAI CHINH
Tao thé gid mao, thanh toan

hoa don, chuyén tién

+

THONG TIN Y TE

Thuc hién cac yéu cau bao
hi€ém gian 1&n, mua thudc
S theo toa

THONG TIN THE THANH TOAN

Cho ngam

Thuc hién mua hang gian
lan truc tuyén

Khdi dong cac cudc tan cong
spam/ Ilra ddo

THONG TIN GIAO DUC

S dung thong tin dé tong
tién, tin tac

Ngudi dung c6 c6 nhiéu loai Hau hét cac thong tin bi Tuy thudc vao loai théng tin, cac hacker
théng tin khac nhau, cé thé bj @ danh cap nay déu bi ban @ va cybercriminals c6 thé dugc sir dung
danh cap hodc bi 16 b&i phan dudi cc thi trudng ngam theo nhitng cach khac nhau theo nhiéu

mém doc hai, hacking, v.v. cach khac nhau



LUA DAO TREN MANG VA
CACH PHONG TRANH

CAC PHUONG PHAP LUA PAO PHO BIEN TREN MANG

® Danh cap théng tin ca nhan théng qua cac thdng bao tring thudng,
email khong rd nguon goc

® Thanh toan va giao dich truc tuyén

® LUura ddo théng qua nho va hodc de doa trén mang xa hoi

CAC CACH PHONG TRANH LU'A PAO TREN MANG

C 2
N/
'Y cU CAl
XX KK XX
OODX. XXX XXXX

® Ludn nhdrang thdng tin ca nhan cdia méi ching ta la rat quan trong va
khong thé cho di dé dang;

® Ludn kiém tra website cling nhu théng tin, uy tin cia nha cung cap

o
N
0 trudc khi thuc hién cac giao dich trurc tuyén;

® Khdng véi vang tin vao nhirng |6i nha va hodc de doa trén mang xa hoi;

® Chia sé v&i ngudi than, ban be, hoac thay c6 dé dugc tu vén gilp d6.
Goi cong an hoac téng dai 111 dé dugc tu van, hé trg khi can thiét.




TRO CHOI PIEN TU - GAME DU,
GAME DUNG CACH, GAME TICH CUC

Choi game online khéng phai la xau
néu ngudi chai biét lya chon nhitng
tro choi phu hgp, va chai c6 chung

muc.

Luya chon nhimng tro choi phu hgp
véi Ira tudi, van héa, va c6 tinh
chat giao duc;

Khéng chai game c6 chira yéu t6 bao
luc, danh bac, khiéu dam hoac sai
|éch vé dao durc;

Sap xép thaoi gian phu hop khi choi
game (khdng quéa 8h/tuan) dé khong
anh hudéng t&i nhirng hoat dong
khac trong cudc séng;

Game du, Game dung cach, Game
tich cuc la rat can thiét déi vdi moi
chung ta.



PHAN BIET CAC LOAI THONG TIN TREN MANG

Co 03 logi théng tin chinh ma chung ta
thuong gap trén mang xa hoi:

@ Théng tin vé ban than:
La nhirng cadm xuc, hoat dong, dia
diém cda ban than ma chung ta
chia sé trén mang xa hoi;

Thong tin vé ngudi khac:
La nhirng cam xuc, hoat dong, dia _

diém ma ban clia chiing ta chia sé -
trén mang xa hoi; —|

Thong tin duogc chia sé lai vé
mot su vat, su viéc hoac hién
tugng nao dé cé thé do nguoi
than, ban bé hoac dugc quang
cao trén mang xa hoi:

Théng tin nay thudong dugc chia
sé dudi dang dudong link gan vao
website; hodac mot bai viét cla
mot ai d6 vé mot su vat, su viéc
hoac hién tugng ho da chirng kién
hoac trai qua.




Viéc chia sé, binh luan hay bay toé cdm xdc thé hién van
héa cd nhan khi tham gia mang xa hoi. Ngoai viéc anh
hudng tdi van hda ca nhan, thi n6é con anh hudng téi
sy an toan clia chdng ta va ban be.

Nhi{rng diéu ban da share, comment sé khong bao gio
mat di, n6 c6 thé dugc ti€p tuc chia sé nhanh hon ban
nghiva no cé thé gdy dnh hudng dén cac ban sau nay
(sai 1 like, bay van dam).

Doi vai thong tin ctia ban than, hdy luon nhé:

e DAm bdo viéc chia sé thong tin khong anh hudng dén su an
toan cla ban;

® DAm bdo viéc chia sé théng tin khéng anh hudng tgi hinh
anh/van héa/gia tri ma ban dang thé hién;

® Dau la nhitng théng tin nén chia sé, dau la nhirng théng tin
khong nén chia sé. Nhirng gidi han nay gilp ching ta tranh
mac phai nhirng rdi ro dé 16 thong tin, dan t&i mat an toan
cla ban than.

Doi v&i thong tin chia ban bé hay nguai than,
hay luén nhé:

e Khong tuong tac vai nhirng thong tin ¢ thé gdy mat an toan
cho ho;

® Khong tuong tac véi nhing thong tin cé thé gay anh huéng
t&i hinh anh/van héa/gia tri ma ho mong muén thé hién. Vi
vay, ban hdy dat minh vao vij tri cla ngudi khac trudc khi
tuong tac véi nhirng trang thai clia ho hay vé ho;

® Néu binh luan hay chia sé v&i bat c trang thai nao clia ban
be hay ngudi than, hdy cach binh luén va chia sé mang tinh
xay dung, sir dung tir nglr lich sy, khong dua cot, ndi tuc,
chtri bay, v.v.

LIKE, SHARE, COMMENT
CO VAN HOA - GIOI HAN VA
SU TON TRONG



>

LIKE, SHARE, COMMENT
€O TU DUY PHAN BIEN

Tuy duy phan bién la kha nang
kiém chirng mot van dé théng qua
qua trinh kiém tra, phan tich, danh

gia dé khang dinh tinh chinh xac

clia van dé dé

@ Khong voi vang, doc luét; Kiém tra va doi chiéu cac

ngudn tin khac nhau vé mot van dé, Kiém tra Trich
nguon, tac gia va Chiung c 1ap luan; Néu duoc trich
nguon, kiém tra nguon dé cé dang tin tudng khéng (vi
du vé website nhu & trén); Hinh anh ddng khong cé
nghia ndi dung dung;

Hay ludn kiém chirng thong tin trén mang x4 hoi @ Viéc chia sé nhitng thong tin sai léch sé anh hudng tdi

bang tu duy phan bién trudc khi tuong tac, binh

ludn hay chia sé trén mang xa hoi, bang cach:

thong tin cda cd mét cdbng dong, gay ra nhirng hau
qua kho ludng va nén nhd em hoan toan cé thé IM
LANG hodc BAO CAO nhitng théng tin khdng chinh
Xac trén mang xa hoi.



GIU AN TOAN CHO TAI KHOAN
QUA CAI BAT MAT KHAU MANH

0 Sr dung mat khdu khé doan, co it nhat 6 ky tu, két hgp
s6, chir in hoa va ca in thudng, va ky ty dac biét.

@ st dung mat khau khac nhau cho tai khoan khac nhau

0 Khéng chia sé mat khau véi ngudi khac. Thay déi mat
khau cho tai khoan it nhat 6 thang 1 1an ?




T
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BAO VE TAI KHOAN QUA

NH NANG XAC THUC HAI LOP

o
_1d

BAO VE HAI LOP VA THIET LAP CANH BAO

Tinh nang xac thuc 2 16p: M3 xac thuc méi khi ban dang nhap vao tai
khodn email hodc mang xa hoi bang may tinh mdi. Néu ngudi la ¢ gang
xadm nhap vao tai khodn cta ban, ho sé khéng thé dang nhap dugc vi
khéng cé ma khoéa nay

Thiét 1ap canh bao: Mot s6 ing dung email hoac mang xa héi c6 chirc
nang canh bao khi cé ai d6 khac dang nhap vao tai khoan cta ban. Canh
bao nay sé cho ban biét thiét bi nao dang c6 gang dang nhap vao tai
khodn ctia ban cling nhu vj tri dang nhap



ﬁ khkhkhkhkhkkh*

bang nhap sé la khi
ban dé so'y dé 16 thong
tin nhat, hay nhé:
@ Khong sur dung tai khoan Face-

book hay Google, ... dé ddng
nhdp vao nén tdng khdc;

@& Han ché chon “luu mat khdu”
khi dang nhap;

& Han ché s dung thiét bi cong
céng, hodc luu y ddng xudt khi
ban ding thiét bj cong cdng dé
truy cdp tai khoan.



Al CUNG CO QUYEN
RIENG TU

Quyén riéng tu'la quyén clia ca nhan dugc ton trong va
dugc luat phap bao vé. Viéc thu thap, cdng bo théng tin, tu
liéu vé dai tu cla ca nhan phai dugc nguoi dé dong y. Thu
tin, dién thoai, dién tin, cac phuong tién thong tin dién tl
khac ctia cd nhan dugc bdo dam an toan va bi méat.

Chung ta déu cé quyén riéng tu, va riéng tu cila moi ngudi
la khéng giong nhau

Gidi han riéng tu cia moi ngudi la khac nhau tuy vao muc
tiéu, sd thich, mong muén, va cac dac diém tinh cach khac,
v.v. Diéu quan trong & chd, moi ngudi déu phai xac dinh
gidi han riéng tu phu hgp doi véi ban than minh, luong
trudc dugc cac rdi ro & méi gidi han dé quyét dinh cai dat
riéng tu phu hop.

RIENG TU TREN MANG:

Chung ta dugc quyén quyét dinh minh chia sé
nhitng thong tin nao, va chia sé théng tin d6 véi
ai, ai dugc phép chia sé hodc gui thong tin cda

D46i véi trinh duyét trang dién tir (web): Cai dat riéng chung ta;

tu gilp ban duyét cac trang web an toan, kiém soat

thong tin trang web c6 thé sir dung \{é noi dung trang Puagc quyén quyét dinh minh xem hay khdng xem
web c6 thé hién thi cho ban, luu lich sur, dich vu goiy dé théng tin gi, ma khéng bi lam phién.

hoan thanh tim kiém, v.v.

Mang xa héi: ché do cai dat riéng tu cho phép cac tinh
nang khac nhau (dong thaoi gian, gan thé, dia diém, ché
dd ngudi xem)



ANH TU SUONG (SELFIE) -
Suong ma an toan

Cac burc anh selfie khong an toan la cac birc anh:

® Nhitng birc dnh dé 16 cac théng tin cd nhan nhu 16p,
trudng hoc, dia chi nha, hay vo tinh dé 16 cac thong
tin ca nhan khac;

® Nhirng buc selfie cho thdy nhirng phan co thé riéng
tu luén ludn la khéng an toan;

e Nhirng burc selfie c6 thé lam 6 ué danh tiéng cla
ban la khéng an toan (vi du nhu mét burc selfie cho
thay ban dang say xin hay dang hut thudc);

® K& ca nhirng phan ca thé riéng tu khéng bi dé 16, no
van c6 thé khong an toan (vi du nhu burc selfie cho
thay phan khe nguc, hay nhirng burc selfie sir dung
ki hiéu tay; v.v.




MANG L“él BAO ‘,E TRE EM P& sir dung mang luéi hé tro hiéu qua, chinh tré em

phai 1a nhirng ngu'&i chu dong:

Em can xac dinh nhirng ngudi hd trg c6 thé gitp gi dugc
cho em: 1dng nghe, dua ra 1&i khuyén, hé trg em chuyén
gui t&i nhirng don vi can thiét (vi du: dua em t&i bac sy,
bédo vai cong an hodc goi dién cho Téng dai quéc gia bao
vé tré em), v.v.

Mang luéi ho trg 1a nhirng ngudi em muén tin tudng va
ho cling tin tudng em, ton trong em, do do, viéc gitr lién
lac thudng xuyén, trao ddi chia sé ca chuyén tét 1an

| khong t6t, danh thai gian dé duy tri méi quan hé 1a vo
Gi4o vién clng quan trong.

NE&u em c6 van dé can dugc gitp dd, nhung ngudi ho trg
trong mang ludi khéng tin hodc khong lam gi thi em can
ti€p tuc kién tri thuyét phuc ngudi hé trg do tin em va
hanh déng. Néu ngudi hd trg van khong tin va khéng
gilp thi em can tim su gilp d& tr ngudi hd trg khac
Téng dai quéc trong mang ludi. Hay kién tri thuyét phuc cho dén khi c6

gia bao vé tré . Ngudi tin em va ho trg em.

hoac 113 Y

Bac si bénh vién/

tr}JnEht?m Ehérgféc llde tin r(flng em khéng mét minh, luén cé
su'c Khoe con on o s s ~ s <

# nhirg ngudi IGn/ cdc co quan té chuc san
sang gitp d& va ho tro tré em dé phong

trdnh cdc rdi ro trén moi trudong mang va
cd trong cudc séng. ;4



THONG TIN LIEN HE

World Vision i

VIETNAM

Vién Nghién ctru Quan ly Phat trién bén virng (MSD)
A: Tang 6, S6 15 Yén Lang, Bong Pa, Ha Noi

T: (84-24)-6276 9056 - E: contact@msdvietnam.org

FB: Msd Vietnam - W: msdvietham.org

T6 chirc Tam nhin Thé gi&i Quadc té tai Viét Nam

Tang 9, Toa nha Mercury, 444 Hoang Hoa Tham, Tay H6, Ha Noi
T: (84-24) 3943 9920
FB: worldvisioninvietnam - W: www.wvi.org/vietnam
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KET NOI
vOl BAN BE

TRAI NGHIEM TREN INTERNET
€O TUYET VOI HAY KHONG
DO CHINH BAN QUYET DINH!

Hdy ta nhitng Cong dén sé chuan!






